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Introduction

The purpose of this document is to provide you with guidance on configuring VMware Horizon” 7 Cloud Pod Architecture using

the Horizon Console.

For this guide, | will be setting up CPA across two data centres in an active/passive mode to demonstrate how a virtual desktop

can be made available to a user seamlessly in the event of the primary desktop pool becoming unavailable.

This guide assumes that the required infrastructure and prerequisites are in place.

Please keep checking back on my blog, https://www.theeucguy.com for new guides relating to VMware EUC solutions.

For any feedback or suggestions, you can reach out to me at:

Contact Me u

Disclaimer: This document provides guidelines only. The contents and views expressed are purely my own opinion and not
endorsed by VMware or any other vendor. Always refer to VMware'’s official documentation and KB articles for the most up-

to-date information.
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VMware Horizon Cloud Pod Architecture Configuration

Following VMware’s Horizon “Pod and Block’ design, a single pod can host up to 20,000 sessions; however, a standard best

practice is to keep this figure at 10,000 sessions per pod.

When there is a requirement to exceed this session limit of a single pod, multiple pods are created. Using the VMware Horizon
Cloud Pod Architecture feature allows for numerous Horizon pods to be logically grouped and will enable users to access virtual
desktops from any pod in the federation seamlessly.

Table 1 below shows the total number of sessions available with VMware Horizon 7 version 7.12.

Table 1: Cloud Pod Limits

Object Limit

Total sessions 250,000
Pods 50
Sessions per pod 12,000
Sites 15
Connection Server instances per pod 7

Total Connection Server instances 350

Initialise the First Cloud Pod Architecture

The first step of the process is to initialise the CPA feature. The process starts on the first pod and creates the pod federation
(for this guide, this would be the Horizon pod in my primary data centre). It sets up the Global Data Layer on each of the Horizon
Connection Servers that share information regarding the topology, user and group entitiements, policies and other configuration
data. It also configures the VIPA communication channel that provides information about virtual desktops and shares health

status data.
1. Log onto the Horizon Console of any Horizon Connection Server in primary Horizon pod.

2. Under Settings select Cloud Pod Architecture.

v Settings
Servers

Instant Clone Domain
Accounts

Product Licensing and
Usage

Global Settings
Registered Machines
Administrators

Cloud Pod Architecture
Event Configuration

Global Policies

JMP Configuration (JMP
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3. Click on the Initialize the Cloud Pod Architecture feature link.

Cloud Pod Architecture

With Cloud Pod Architecture, you can link together multiple pods to create a single desktop and brokering environment
called a pod federation. A pod federation can span multiple sites and data centers

nitialize the Cloud Pod Architecture feature

Join the pod federation

POD B

| I | POD
FEDERATION

i S EBm

4. A dialogue box will appear confirming that you are about to initialise the CPA feature. Click OK.

Initialize X

You are about to initialize the Cloud Pod Architecture feature.

cancel m

5. Each Horizon Connection Server in the pod will start to initialise.

Cloud Pod Architecture

Initialize - 0%

Connection Server Percentage status

pending

Disabled

6. Once the pod completes the initialisation, it will display the Pod Name along with the Site that is created by
default (Default First Site).

Cloud Pod Architecture

Edit Uninitialize

Name

Pod Name site Description

Cluster-CONNECTIONT (local) Default First Site

Joining Additional Pods to the Federation

Now that we have successfully created a federation pod that consists of the Horizon pod in the active data centre, the next step
is to add the Horizon pod from the passive data centre to this newly created pod federation.

7. Log onto the Horizon Console of any Horizon Connection Server that you want to join the federation, in this
case, the secondary data centre Horizon pod.
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8.  Under Settings select Cloud Pod Architecture.

Vv Settings
Servers

Instant Clone Domain

Accounts

Product Licensing and

Registered Machines
Administrators

Cloud Pod Architecture
Event Configuration

Global Policies

JMP Configuration (JMP

9.  Click on the Join the pod federation link.

Cloud Pod Architecture

With Cloud Pod Architecture, you can link together multiple pods to create a single desktop and brokering environment
called a pod federation. A pod federation can span multiple sites and data centers

POD A POD B
| I | POD
FEDERATION
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10. A dialogue box will appear requesting information of the Horizon Connection Server belonging to the first pod
that has initialised for CPA.

. Enter the hostname or IP address of a Horizon Connection Server

e  Specify the username and password for the Horizon administrator of that pod and click OK.
Join X

o join this pod to the pod federation, you must provide connection information for a View Connection Server instance that belongs to a pod
that has been initialized or is already joined to the pod federation

* Connection Server (host name or IP address)
theeucguy.com
« User name (domain\username)
theeucguy\

* Password

Cancel “

11.  Each Horizon Connection Server in the pod will start to join the federation.

Cloud Pod Architecture

Initialize | | Join c

Falled -

Connection Server Percentage Status

DR-CONNECTION-1 Disabled -

12.  When the pod has successfully joined the federation, it will display both the Pod Name along with the Site for

the local pod as well as that of the federated pod.

Cloud Pod Architecture

Edit Unjoin c
Name

Pod Name Site Description

Cluster-CONNECTION1 Default First Site

Cluster-DR-CONNECTION-1 (local) DefaultFirst Site

Creating and Configuring the CPA Global Entitlement

At this stage, we have created the pod federation and joined the second pod to it. Next, we need to create and configure

global entitlements.

13.  Log onto the Horizon Console of any Horizon Connection Server in the federation.

14.  Under Inventory select Global Entitlements.

¥ Inventory

Desktops
Applications
Farms
Machines
Persistent Disks

Global Entitlements
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15.  Click on the Add tab.

Global Entitlements

Name.

Type

No records available.

16.  Select which type of

Add Global Entitlement
© e
@ Neme and Policies
© users and Groups

© rescy o Complers

17.

Add Global Entitlement

© e
@ Name and Policies
© users and Groups

© Ready o Complete

© Ready o Complete

TECHNICAL WHITEPAPER

Number of Usersand Gr..  Number of Pods App Shortcuts

entitlement you are providing and click Next.

© Deskiop Enttlement

O #pplication Entitiement

Ccancel

Make the selections based on your requirements and click Next.

General

* Name
HA Users

Description

Users entitled to dekstops in primary and secondary data centres

Connection Server Restrictions
None | Browse

Category Folder

None | Browse

Policies

User Assignment ©
O Floating
O Dedicated
Scope @
O Allsites
© within site
© within Pod

Use Home Site ®
Entitled user must have Home Site
[0 Automatically Clean Up Redundant Sessions  ®
Default Display Protocol ©
VMware Blast
Allow Users to Choose Protocol
Yes

[0 Allow Users to Reset/Restart their Machines @

HTMLAccess @

[0 Allow Session Collaboration @

Allow user to initiate separate sessions from different client devices ©
No

[ ClientRestrictions ®

Cancel | Brevious
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18.  To add users or groups to the global entitlement, click the Add tab.

Add Global Entitlement
© e

@ name and policies

@ users and Groups

@ ready to Complete

19. 1) Enter the name of the object you wish to search for

2) Click on Find

Add users or groups to the global entitlement.

Add Remove

O Name

No records available.

Email

Cancel

3) Once the account detail shows, select it and then click OK.

Find User or Group

Type
Domain
Name/User Name

Description
=0

®@ Name

°®

TECHNICAL WHITEPAPER

Users Groups

Entire Directory

Contains

Contains

User Name Email

Description

In Folder

Cancel
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20.  Confirm that the user or group is displayed and click Next.
Add Global Entitlement

Add users or groups t the global enttement
© e

acd
O e

O Neme Domains Email

© users and Groups @] theeucguy.com

© ready o Complete

21.  Finally, review the settings and click Finish.

Add Global Entitlement

Name A Users
© e

Description Users entitled to dekstops in primary and secondary data

© nemeandpolcies

Connection Server Restrictions None

@ users and Groups
Category Folder None

© ready o Complete User Assignment Floating
scope Within Site
Use Home Site Enabled
Entitled User must have Home Site enabled
Automatically Clean Up Redundant Sessions Disabled
Default Display Protocol VMware Blast
Allow Users to Choose Protocol ves
HIML Access Enabled
Allow Users to Reseu/Restart their Machines No

22.  You can confirm that the global entitlement appears within both Horizon pods in the federation.

Pod Cluster-CONNECTIO. r Searc About @ & v
Global Entitlements
Add Edit Delete Y Filtes c *
Name Type Number of Users and Gr. Number of Pods App Shortcuts Pre-Launch Multi-Session Mode User Assignment

HA Users Deskop 1 User 0 Floating

Pod Cluster-DR-CONNEC... About | @ a v
Global Entitlements
Add Edit Delete Y Filt c %
Name Type Number of Users and Gr. Number of Pods. App Shortcuts Pre-Launch Multi-Session Mode User Assignment
Desktop 1 User 0 Floating

Adding Local Desktop Pools to the Global Entitlement

In this step, we add the local desktop pool to the global entitlement that the user can access. Repeat the steps on each Horizon

pod that is a member of the federation.

1
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23.  Log onto the Horizon Console of any Horizon Connection Server in the active data centre.

24. Under Inventory select Global Entitlements.
Vv Inventory

Desktops

Applications

Farms

Machines

Persistent Disks

Global Entitlements

25.  Click on the name of the global entitlement that got created earlier.

Global Entitlements

Name Type Number of Usersand Gr..  Number of Pods App Shortcuts Pre-Launch Mult-Session Mode User Assignment

HA Users Desktop 1 User 0 Floating

26. Click on the Local Pools tab.

HA Users

General

Policies.

Description

27.  Click Add.
HA Users

Summary  LocalPools  Usersand Groups  Home Site Override

D Display Name Type Sessions

No records available.

1
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28. Select the desktop pool that will be a member of the global entitlement and click Add.

Assign Pools - HA Users X

Select Pools to Add ®

(@] ID Display Name Type vCenter Server
@] 4k_test 4K Test Automated Desktop
Pool
(V] Test_Pool Test Automated Desktop
Pool
Add Cancel

29. Log onto the Horizon Console in the passive data centre and repeat steps 24 to 28 as above, selecting the
relevant desktop pool.

Assigning a Home Site to a User

The scenario for this guide is that all users always connect to the active data centre and only if their virtual desktop is
unavailable, would they get a virtual desktop from the passive data centre. Assigning the user to a home site means regardless

of where the user is connecting from, their virtual desktop comes from the assigned primary Horizon pod.

30. Log onto the Horizon Console of any Horizon Connection Server in the federation
31. Click Users and Groups.
32. Click on Home Site Assignment...

Users and Groups

Entitlements  Remote Access

Home Site Resoluti.

Entitlements Update General User Informatior

User Name FirstName Last Name Domains Desktop Entitlements Application Entitlements Sessions

No records available.

33. Click Add.

Users and Groups

Entitlements  RemoteAccess  HomeSite Assignme...  Home Site Resoluti..  Unauthenticated Ac.

Add

Y Filt c

I«

User Name Domains Group Emal Home Site

No records available.
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34. 1) Enter the user or group name to search for

2) Click Find

3) Select the user or group and click Next.

Add Home Site

@ Find user or Group

© Add Home site

VMware Horizon® 7
Cloud Pod Architecture Guide

Type & users Groups [] Unauthenticated Users

Domain Entire Directory

Contains v

Name/User Name

Description

Name User Name Email Description

35. If required, change the Home site and click Submit.

Add Home Site

@ Find User or Group

© Add Home site

Name

User Name

Domain

theeucguy.com

Email

Description

Home Site ©

Default First Site

Cancel

In Folder

theeucguy.com
IUsers

Cancel Next

We have concluded the creation of the pod federation, creating a global entitlement, adding local pools to the global
entittement. The next steps would be to test the federation.

TECHNICAL WHITEPAPER
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Testing the Cloud Pod Architecture

36. Launch the Horizon Client and connect the GSLB URL

== VMware Horizon Client - o X

New Server

mydesktop.theeucguy.
com

37.  When prompted, enter the credentials of the user account entitled to the global pool and click Login.

== Login - X
Server: 2 https://mydesktop. theeucguy.com
User name: l l
Password: | eessssesl ‘
Cancel Login

38.  Once successfully authenticated, the user’s assigned desktop pool named after the global entitiement that

the user is a member of is displayed. Double-click the pool to launch the virtual desktop.

2 VMware Horizon Client - o

Y (% mydesktoptheeucguy.com T & O

HA Users
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39. The virtual desktop launches from the active data centre Horizon pod’s local desktop pool, which is the user’s
home site.

&8 Command Prompt - m] X

indows [Version 10
osoft Corpora

>hostname

40.  Sign out of the virtual desktop.
41.  Log onto the Horizon Console of any Horizon Connection Server in the active data centre.

42.  Under Inventory select Desktops.
v Inventory
Desktops
Applications
Farms
Machines
Persistent Disks

Global Entitlements

43. 1) Select the local desktop pool that is a member of the global entitlement

2) Click Status and then click Disable Desktop Pool.

Desktop Pools

Add Edit Duplicate Delete | | Entitlements Access Group View Unentitled
Disable Desktop Poof
Access Group | All c
Disable Provisioning
1} Display Name Type \ssignment  vCenter Server  Entitled Global Entitlem...  Application Po...  Enabled App Shortcuts  Sessions
O Dkres 4K Test vCenter (instant  Floating ‘ N/A \
clone Assignment
O Deh Physical Other
1% Qrse est VCenter (instant 0 e NA o

44. A dialogue box will appear warning you that you are about to disable the pool, click OK.
Disable Desktop Pool X

You are about to disable desktop pool(s) Test_Pool. Do you want to continue?

£anc “

45.  Follow steps 36 to 38 as above.

46.  Now when you launch the same pool, the virtual desktop is provisioned from the passive data centre as the
primary pool is offline to fulfil the requirement. The user is entirely unaware of what is happening in the back-
end infrastructure.

& Command Prompt

s reserved.
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47.  Bringing the primary pool online again, when the user logs back on to the global pool, their desktop

entitlement will be fulfilled by the home site pool.

This concludes the configuration of the Horizon Cloud Pod Architecture and brings the end to this guide.
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